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in a document that is part of the
record.

(2) Accounting entries will record the
date, nature and purpose of each disclo-
sure, and the name and address of the
person or agency to whom the disclo-
sure is made.

(3) Accounting records will be main-
tained for at least 5 years after the last
disclosure, of for the life of the record,
whichever is longer.

(4) Subjects of DSWA records will be
given access to associated accounting
records upon request, except for those
disclosures made to law enforcement
activities when the law enforcement
activity has requested that the disclo-
sure not be made, and/or as exempted
under section 318.11 of this part.

[62 FR 67292, Dec. 24, 1997]

§ 318.10 Fees.
Individuals may request copies for re-

tention of any documents to which
they are granted access in DSWA
records pertaining to them. Requesters
will not be charged for the first copy of
any records provided; however, dupli-
cate copies will require a charge to
cover costs of reproduction. Such
charges will be computed in accordance
with DoD 5400.11–R.

[62 FR 67292, Dec. 24, 1997]

§ 318.11 Exemption rules.
(a) Exemption for classified material.

All systems of records maintained by
the Defense Special Weapons Agency
shall be exempt under section (k)(1) of
5 U.S.C. 552a, to the extent that the
systems contain any information prop-
erly classified under E.O. 12598 and that
is required by that E.O. to be kept se-
cret in the interest of national defense
or foreign policy. This exemption is ap-
plicable to parts of all systems of
records including those not otherwise
specifically designated for exemptions
herein which contain isolated items of
properly classified information.

(b) System identifier and name:
HDSWA 007, Security Operations.

(1) Exemption: Portions of this system
of records may be exempt from the pro-
visions of 5 U.S.C. 552a(c)(3), (d)(1)
through (d)(4), (e)(1), (e)(4)(G), (H), (I),
and (f).

(2) Authority: 5 U.S.C. 552a(k)(5).

(3) Reasons: (i) From subsection (c)(3)
because it will enable DSWA to safe-
guard certain investigations and relay
law enforcement information without
compromise of the information, and
protect the identities of confidential
sources who might not otherwise come
forward and who have furnished infor-
mation under an express promise that
the sources’ identity would be held in
confidence (or prior to the effective
date of the Act, under an implied prom-
ise.)

(ii) From subsection (d)(1) through
(d)(4) and (f) because providing access
to records of a civil investigation and
the right to contest the contents of
those records and force changes to be
made to the information contained
therein would seriously interfere with
and thwart the orderly and unbiased
conduct of security investigations.
Providing access rights normally af-
forded under the Privacy Act would
provide the subject with valuable infor-
mation that would allow interference
with or compromise of witnesses or
render witnesses reluctant to cooper-
ate; lead to suppression, alteration, or
destruction of evidence; and result in
the secreting of or other disposition of
assets that would make them difficult
or impossible to reach in order to sat-
isfy any Government claim growing
out of the investigation or proceeding.

(iii) From subsection (e)(1), (e)(4)(G),
(H), (I) because it will provide protec-
tion against notification of investiga-
tory material including certain recip-
rocal investigations and counterintel-
ligence information, which might alert
a subject to the fact that an investiga-
tion of that individual is taking place,
and the disclosure of which would
weaken the on-going investigation, re-
veal investigatory techniques, and
place confidential informants in jeop-
ardy who furnished information; under
an express promise that the sources’
identity would be held in confidence
(or prior to the effective date of the
Act, under an implied promise.)

(d) System identifier and name:
HDSWA 011, Inspector General Inves-
tigation Files.

(1) Exemption: Portions of this system
of records may be exempt from the pro-
visions of 5 U.S.C. 552a(c)(3); (d)(1)
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through (4); (e)(1); (e)(4)(G), (H), and (I);
and (f).

(2) Authority: 5 U.S.C. 552a (k)(2).
(3) Reasons: (i) From subsection (c)(3)

because it will enable DSWA to con-
duct certain investigations and relay
law enforcement information without
compromise of the information, protec-
tion of investigative techniques and ef-
forts employed, and identities of con-
fidential sources who might not other-
wise come forward and who furnished
information under an express promise
that the sources’ identity would be
held in confidence (or prior to the ef-
fective date of the Act, under an im-
plied promise.)

(ii) From subsection (d)(1) through
(d)(4) and (f) because providing access
to records of a civil investigation and
the right to contest the contents of
those records and force changes to be
made to the information contained
therein would seriously interfere with
and thwart the orderly and unbiased
conduct of the investigation and im-
pede case preparation. Providing access
rights normally afforded under the Pri-
vacy Act would provide the subject
with valuable information that would
allow interference with or compromise
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression,
alteration, or destruction of evidence;
and result in the secreting of or other
disposition of assets that would make
them difficult or impossible to reach in
order to satisfy any Government claim
growing out of the investigation or
proceeding.

(iii) From subsection (e)(1), (e)(4)(G),
(H), and (I) because it will provide pro-
tection against notification of inves-
tigatory material including certain re-
ciprocal investigations and counter-
intelligence information, which might
alert a subject to the fact that an in-
vestigation of that individual is taking
place, and the disclosure of which
would weaken the on-going investiga-
tion, reveal investigatory techniques,
and place confidential informants in
jeopardy who furnished information
under an express promise that the
sources’ identity would be held in con-
fidence (or prior to the effective date of
the Act, under an implied promise).

[61 FR 63713, Dec. 2, 1996. Redesignated at 62
FR 67291, Dec. 24, 1997]

EDITORIAL NOTE: At 62 FR 67291, Dec. 24,
1997, § 318.9 was redesignated as § 318.11. At 63
FR 33248, June 18, 1998, § 318.9 was amended
by redesignating paragraph (d) as (c), how-
ever, § 318.9 no longer exists.
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§ 319.1 Authority.

Pursuant to the requirements of sec-
tion 553 of Title 5 of the United States
Code, the Defense Intelligence Agency
promulgates its rules for the imple-
mentation of the Privacy Act of 1974,
Pub. L. 93–579, 5 U.S.C. 552a (f) and (k).

§ 319.2 Purpose.

(a) To promulgate rules providing
procedures by which individuals may
exercise their rights granted by the act
to:

(1) Determine whether a Defense In-
telligence Agency system of records
contains a record pertaining to them-
selves;

(2) Be granted access to all or por-
tions thereof;

(3) Request administrative correction
or amendment of such records;

(4) Request an accounting of disclo-
sures from such records; and
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